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1. llosicHuTEILHAA 3aUCKA

1.1. Llenp n 3aga9m AUCHUIIINHBI

Henp aucuumniauHsl — popMupoBaHue 6a30BbIX 3HAHUN B 007acTH obecnieueHus: HH(POpMAIMOH-
HOI 0€30TaCHOCTH aBTOMATH3UPOBAaHHBIX CHCTEM; HAaBBIKOB OpPTaHU3AIMH paOOTHI 110 TPUMEHE-
HUIO BUPTYaJIbHBIX YaCTHBIX CETEH, ONTUMAJILHOTO BEIOOpA U MHTETPALIUU CETEBBIX MPOTOKOJIOB
BUPTYaJbHBIX YacTHBIX cereld (BUC).

3a;laq14 JAUCIHUITIIIMHBI:

paccMoTpeHHe cyllecTBa npoliaemMbl Oe3omacHo nepenaun MHGopManuu B MH(GOPMALMOH-
HBIX CHUCTEMax, OCHOBHBIX CIIOCOOOB oOecreueHus: KOH(PUISHIIMAIbHOCTH U LEJIOCTHOCTU UH-
dopMmaruu npu e€ nepenade, OCHOBHBIX NMPOTOKOJIOB, MPUMEHSEMBIX ISl OpraHu3aluu 3a-
muméHaeix BUC, kputepueB BbIOOpa ONTUMAIbHBIX CXEMHBIX pEIIeHUH Ui OpraHu3anuu
samuméHHbix BUC Ha KaHAIbHOM, CETEBOM U MPUKIIATHOM YPOBHSX.

1.2. cDOpMI/IpyeMHe KOMIICTCHIIMH, COOTHECEHHBIE C IJIaHUPYCEMBIMU PE3YyJIbTaTaMU o6yquI/1;1

10 JUCIHMITIIMHE:

Komnerennus
(KOJ 1 HANMCHOBAHHE)

HNuaukaTopsl KOMIIETEH U
(Ko 1 HAaNMCHOBAHHE)

PesynbTaTnl 00y4yeHust

1IK-8

Cnocoben ocyuje-
CMEIAMb MOHUMOPUHE U
ayoum 3auunéHHocmu
ungopmayuu 6 agmoma-
MUBUPOBAHHBIX CUCTe-
max

TIK-8.1

3naem ocHosHvle Kpunmozpagu-
yecKue Memoovl, alcopUummeol,
NPOMOKOIIbL, UCNOIb3Yemble OJisl
3awumol ungopmayuu 6 agmo-
MAMU3UPOBAHHBIX CUCTEMAX,
Op2aHU3aYUOHHbIE MepPbl NO 3a-
wume ungopmayuu

3uams:

® OCHOBHblE BUObL Y2PO3 Oe3-
onachocmu uHgopmayuu npu
eé nepedaue no Komnviomep-
HbIM cemsam, cnocobbl no-
CMPOEHUsL BUPMYATbHBIX KAHA-

JI08,; NPOMOKOJIbL OP2AHUZAYUL
BYC

1IK-8.2

Ymeem ananuzuposams npo-
epammHble, apXumeKmypHo-
mexHu4ecKue u cxemomexuuye-
cKUe peulenus KOMNOHeHMOo8
ABMOMAMUZUPOBAHHBIX CUCTEM
C Yenvlo GblAGIEHUS NOMEHYU-
AbHBIX yA36uMocmell bezonac-
HOCMU UHGOpMAYUU 8 A8MoMa-
MU3UPOBAHHBIX CUCEMAX, Ge-
Ccmu nPOMOKOJIbL U HCYPHAIbL
yuéma npu ocyuwecmeieHuu
ayouma cucmem 3auumsl UH-
dopmayuu agmomamusuposan-
HbIX cucmem

Ymemo:

® 1pPOBOOUMb AHAIU3 NPODIeM
bezonacnocmu nepedadu uH-
dopmayuu ¢ mouxu 3perus
KOH@UOEHYUATbHOCMU U lYe-
JIOCMHOCMU, NPOBOOUMb AHA-
JU3 U 8bIOOP CemeswiX NPomo-
konoe BYC

1IK-8.3

Bnaoeem nasvikamu gvipabomxu
pexomeHoayul 015l NPUHAMUS
peuieHus: 0 MOOepHU3AYUU CU-
cmembl 3auumsl UHGopmayuu
aA8MoMamu3upO8aHHol cucme-
Mbl

Braoemy:

® npuémamu HacmpouKu u npu-
MeHeHUsl COBPEeMEHHbIX ceme-
6blx npomokonog B4C




1.3. MecTo TUCHMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMmbl

Juctunnuna «Opranu3aiusi BUPTyalbHBIX YaCTHBIX CETEi» OTHOCHUTCS K 4acTu, (popmupyemoit
y4aCTHUKaMHU 00pa30oBaTeNbHBIX OTHOIIEHUH, 6JI0Ka TUCIUIUIMH y4eOHOTo IUIaHa.

2. CTpyKTYypa IUCHMILUIHHBI
OO0mas Tpy10EMKOCTh TUCIUIUIMHBI COCTABIACT 2 3.€., 72 aKaJeMHUUYECKHX YaCOB,

CTpyKTypa JUCHUNJIMHBI JAJ51 04HOH (pOPMBbI 00yUeHUsI
O0beM TUCHUIUTUHBL B pOpMe KOHTAKTHON paboThl 00YYaIONIUXCs C Te1arOTHYeCKUMHU pa-
OoTHUKaMU U (WJIH) JUIIAMH, TIPUBIIEKAEMBIMHU K pean3alii 00pa3oBaTeIbHON MpOorpaMMbl Ha
UHBIX YCJIOBUSIX, IPU MIPOBEICHUH YUEOHBIX 3aHATUH:

Cemectp | Tum y4eOHBIX 3aHATHI KonuuectBo
4acoB
8 Jlexnuu 22
8 IIpakTHyeckue 3aHsTHS 28
Bcero: 50

O0beM TUCIHUIUTUHBI (MOTyJisl) B (hOpME CaMOCTOSITENLHON PabOThl 00YYAIOIINXCS COCTAB-
€T 22 aKaJeMHYECKHX yaca.

3. Conep:kanue QM CHUATINHbBI

Tema 1. OcHOBHBIC YTPO3bI HH(POPMALIMOHHOM 0€30IIaCHOCTH

Ananu3 yrpo3 ceteBoil 6e3onacHoctu. [Ipobiemsr 6e3omacnoctu [P-ceteit. Yrpo3sl u ys3BUMO-
CTH KOPIOPATUBHBIX MPOBOJHBIX CETeH. YTPO3bl U ySA3BUMOCTH OeCpoBOJHBIX ceTeil. CriocoOb
obecnieueHnst THPOPMAIIMOHHON O€30TTaCHOCTH.

Tema 2 Onpenesienue, HeJH M 321241 BUPTYAJIbHBIX YaCTHBIX ceTel

OcHoBHbIE TIOHATHUS U (PYHKIIMU BUPTyaIbHBIX YacTHBIX ceTedl (VPN). .BapuanTel moctpoeHus
BUPTYaJIbHBIX 3alMIIEHHBIX KaHaloB. CpeactBa obecnieuenus Oe3zomacHoctd VPN. kiaccudu-
kaus cetedl VPN. OcHoBHBIe BapuaHThl apxUTeKTypsl VPN. Jl0CTOMHCTBA HCIIOIB30BAHMS TEX-
Hosiorun VPN.

Tema 3. 3amuTa BUPTYaJbHBIX KAHAJT0OB HA KAHAJLHOM M CEAHCOBOM YPOBHSIX MO/1eJIN
OSI

Kananpnsiit ypoBens monenu OSI. Ilpotokon PPTP. IIporokon L2F. IIporokon L2TP. IIpoto-
ko SSL/TLS. Ilpotokon SOCKS.

Tema 4. 3amuTa BUPTYaJbHBIX KAHAJIOB Ha ceTeBOM YpoBHe moaesn OSI

CereBoit ypoBenb moaenu OSI. Apxutektypa cpeacts 6e3omacHoctu [PSec. 3amura nepenasa-
e€MbIX JaHHBIX ¢ oMokl mpoTokodoB AH u ESP. IIpoTokon ynpaBieHus KPUTITOKIIOYAMHU.
OcobenHoctu peanuzanuu cpeacts [PSec.

Tema S. UndpacTpykTypa 3aiiuThl HA NPUKJIATHOM ypoBHE Moaeaun OSI

VYrpasnenue uaentudukaimeit u rocrynom. OcoOEHHOCTH YIIPaBICHUS JOCTYNOM. (YHKIIMOHH-
pOBaHHE CUCTEMBI YIpaBieHUs AOCTynoM. OpraHu3anus 3alUIIEHHOTO YAAJIEHHOIO JOCTyTA.
[Iporokonbl ayTeHTH(PUKAUU YOAIEHHBIX ToNb30BaTeneid. LleHTpann3oBaHHBIH KOHTPOJIb
yaa€HHOTro aoctymna. Ympasienue naoctynom mo cxeme SSO. Ilporoxon Kerberos. Mudpa-
CTpYKTypa ympaBieHus OTKpbIThiMU Kiatodamu PKI. TlpuHiunel GyHKIIMOHUpPOBaHUS, JOTHYE-
CKasl CTpyKTypa u kKomnoHeHThl PKI.

Tema 6. Cpeacra 3amuThl HHGOPMALHMH, JONOJTHSIOIIHE BUPTYAJIbHbIC YaCTHbIE CETH



Me:xcereBoe skpanupoBanue. CUCTeMbl aHTUBUPYCHOM 3amuThl. CHCTEMBI 0OHAPYKEHUSI BTOP-
xenuid. KomrmekcHas 3anura nHGOpMaIiim.

Tema 7. IlporpaMMHO-annapaTHble KOMILIEKCHI ISl CO31aHUSI BUPTYAJIbHBIX YACTHBIX Ce-

Tel

IToctpoenue cereit VPN Ha 6a3e mapuipytuzatopoB. Co3naHue 3allMIIEHHBIX TYHHENEH ¢ 1o-
MOIIBI0 MeXCeTeBBhIX 3KpaHoB. [loctpoenue cereit VPN ¢ momomipio cnenuain3vupoOBaHHOTO
[10. TynHenupoBaHue Ha OCHOBE CHELMAIBHBIX amnapaTHbIX cpelacTB. VPN-pemenns xommna-
Hun «Mudorekc». VPN-pemenus B cemeiictBe npoayktoB «Net-PRO» xommanun «Curnan-
KOM».

4. O6pa3oBaTe/ibHbIE TEXHOJIOTHH

Jl:;-)ﬂ HanmenoBanme pasgena |Buabl yueOHbIxX 3anaTHid  |OQOpa3oBaTe/ibHbIE TEXHOJIOTHH
1 |2 3 4
1. |OcHosHvle yepo3svl ungop- |Jlexyus 1. Tpaouyuonnas c ucnonrvzosanuem npe-
MayuouHHou be30nacHo- 3enmayui
cmu
Camocmosmenvuas paboma | H3yuenue mamepuanos iekyui
2 |Onpeoenenue, yeru u 3a- |Jlexyus 2. Tpaouyuonmnas ¢ ucnonv3osanuem npe-
0auu 8UPMYaIbHbIX YaACH- 3eHmayul
HbIX cemell
CamocmosmenvHas paboma |H3yuenue mamepuanos nekyuil
3 |[Bawuma eupmyanvnvix  |Jlexyus 3 Tpaouyuonnas ¢ ucnonv3osanuem npe-
KAHA08 HA KAHATIbHOM U 3eHmayutl
Ceanco8oM ypOoGHsX Mo-
oeau OS] Camocmosmenvras paboma | U3zyuenue mamepuanos jeKyuil
4 |3awuma supmyanvuvix  |Jlexyus 4. Tpaouyuonnas ¢ ucnorb308aHuem npe-
KAHAl08 HA Cemesom 3eHmayutl
yposne mooenu OSI
CamocmosmenvHnasn paboma|Beinonnenue 3adanus
Hzyuenue mamepuanos nexyuii
5 |HMugpacmpyxmypa zawu- |Jlexyus 5.1 Tpaouyuonnas ¢ ucnorb308anuem npe-
Mol HA NPUKAAOHOM Ypos- |Jlekyus 5.2 3eHmayui
ne mooenu OSI
CamocmosmenvHasn paboma |H3yuenue mamepuanos nekyui
6 |Cpeocmea 3zawumol un-  |Jlekyus 6 Tpaouyuonnas ¢ ucnorb3o8anuem npe-
dopmayuu, oononnaowue 3enmayuil
BUPMYATIbHbIE YACMHbIE
cemu CamocmosmenvHas paboma |H3yuenue mamepuanos nekyui
7 |llpoepammno-annapam-  |Jlexyus 6 Tpaouyuonnas ¢ ucnorb3o8anuem npe-
Hble KOMNIEKCbl OISl CO- 3eHmayuul
30aHUS BUPMYATTLHBIX
4acmHuIX cemetl Camocmosmenvras paboma |H3yuenue mamepuanos nekyuil
8 |llpakxmuuecxas paboma |[Ipakmuueckas paboma Buvinoanenue 3adanus
Ne 1. Coz0oanue npocmozco
VPN kanana
9 |Ilpakmuueckas paboma |IIpakmuyeckas paboma Buinonnenue 3aoanus

Ne 2. PazpaboTtka u co3za-
HUE CETHU CIO0KHOM CTPYK-
TYPBl TEPPUTOPHATILHO-




pacnpenes€HHON KoMITa-
guun. Cozmanue VPN ka-
HaJIOB

5. OueHka MUIaHUPYeEMBbIX pe3yJbTaTOB 00y4eHus!

5.1. Cucrema orieHUBaHUA

dopMa KOHTPOJIA Makc. KoJn4ecTBO 0aJJI0B
3a ogny pato- |Bcero
Ty
Tekylunii KOHTPOJIb:
— onpoc (memwi 1-8) 4 6anna 20 6annos
— npakmuyeckoe 3ausmue 1...2 20 b6annos 40 bannos
[IpomexxyTouHnas arrecrauus 3auém 40 6annoe
B tpaguiimonHoi gpopme o Oueram
Hroro 3a cemectp 100 6annos
3auéem

[Tomy4yeHHBII COBOKYNHBIN PE3YIbTAT KOHBEPTUPYETCS B TPAAULMOHHYIO IIKAJIy OLICHOK U B
HIKary olieHoK EBpormelickoii cucteMsl nepenoca U HakoruieHus kpeautos (European Credit
Transfer System; nanee — ECTS) B cooTBeTcTBHM € TaOIULIEH:

100-6anmapHas mKa- TpaionHas mKaa [xana
aa ECTS
95-100 A

33 _ 94 OTJIMIHO B

68 — 82 XOPOIIO 3a4TCHO C

56 — 67 D

50_ 55 YAOBIIETBOPUTEIHHO E

20 — 49 FX
0-19 HEYOBJIETBOPUTEIHHO HE 3a4TEHO F

5.2. Kputepuu BbICTaBIICHHSI OLIEHKHU O TUCLHUILINHE

Bbanasl/ llka-

OneHka nmo JucIu-

KpnTepml OLICHKHU pe3yabTaToB oﬁyqemm Mo JTMCHMIIVINHE

«3a4TCHO»

aa ECTS IUIHE
100-83/ COTIIYHOY/ BeicraBnsercst o0y4aromemMycsi, €Ciii OH TITyOOKO ¥ IPOYHO YCBOMII
AB «3a4TEHO (OTIMYHO)»/ | TEOPETHYECKUH U MPAKTUUECKHI MaTeprall, MOXKET ITPOIEMOHCTPUPO-

BaTh ATO Ha 3aHATHAX U B XOJI€ TPOMEXYTOUHON aTTECTALlUH.
OOyuaronuiics: NCUEPIBIBAIOIIE U JIOTHYECKH CTPOHHO U3JIaraer y4eo-
HBII MaTepual, yMeeT yBA3bIBaTh TCOPHUIO C MPAKTHKOM, CIIPABIISAETCS C
pelIeHreM 3a1a4 IpoecCHOHATIBHON HANPaBICHHOCTH BEICOKOTO
YPOBHS CIIO)KHOCTH, TIPABUIIBHO O0OOCHOBBIBACT IIPUHSATHIC PEIICHHS.
CB060OIHO OpHEHTHPYETCS B y4eOHOU 1 MpodecCHoHAIBHON THTepa-

Type.

O1ieHKa M0 JUCIMIUIMHE BBICTABISIFOTCS 00yJaromeMycs ¢ y4éToM
pe3yJIbTaToOB TEKYILIEH U MPOMEXKYTOUHOU aTTECTALUH.
KommereHnmu, 3akperui€HHbIe 3a TUCIUILIMHON, c(hOPMHUPOBAHBI Ha
YPOBHE — «BBICOKHID».




Bbamasl/ llka-
aa ECTS

OneHka no Auciu-
IJINHe

KpnTeplm OLICHKHU pe3yabTaToB oﬁyqe}mn o JMCHMIIVINHE

82-68/
C

«XOpOIOo»/
«3a4TEHO (XOPOIIO0)»/
«3aYTEHO»

BricTaBisiercss 00yJaromeMycsi, eCiid OH 3HACT TCOPSTUICCKUHN U TPaK-
TUYECKUN MaTepHa, TPAMOTHO H IO CYIIECTBY M3JIaracT ero Ha 3aHs-
THUSIX M B XOJIC IPOMEKYTOUYHOM aTTECTAIMHU, HE JIOMYCKAasl CYIIeCTBEH-
HBIX HETOYHOCTEH.

OOyuaroKiics MPaBUIILHO MPUMEHSIET TEOPETHUECKUE TOI0KEHHS
MIPU PEILICHNH MTPAKTHYECKUX 33124 MPO(eCCHOHANBHON HATIPaBIICH-
HOCTH Pa3HOTO YPOBHSI CIIOXKHOCTH, BJIa/IeeT HEOOXOAUMBIMHU JIJIsI 3TO-
r'O HaBBIKAMH U IPUEMAMHU.

JlocTaTo4HO XOPOIIO OPUEHTHPYETCS B YUCOHOH U IPOQPEeCCHOHATBHOM
JuTepatype.

Or1ieHKa M0 JUCIUIUIMHE BBICTABIISIOTCS 00yUaroeMycs ¢ y46ToM
Pe3yJIbTaTOB TEKYINECH U MPOMEKYTOYHON aTTECTALIUH.

Kommnerenmu, 3aKperuiéHHbIC 32 TUCIUILIHHOMN, C(OPMHUPOBAHEI HA
YPOBHE — «XOPOIIHIA).

67-50/
D.E

«Y/IOBJICTBOPHUTEIIHEHOY/
«3a4TeHO (yIOBJIETBO-
PUTETBHHO)»/

«324TECHO»

BricTaBisercs o0yJaromeMycs, eciid OH 3HaeT Ha 0a30BOM YpOBHE
TEOPETHUYCCKUIA U MPAKTHUCCKUA MaTepHall, JOITyCKAaeT OTACIbHEIC
OIIMOKM MPH €T0 U3JIOKCHUU Ha 3aHATHAX U B XOZA€ MPOMEKYTOUHON
aTTECTALIHH.

OO0ydJaromniiicss UCTIBITHIBACT ONIPEISIEHHBIE 3aTPYJHCHUS B IIPUMEHE-
HUYW TEOPETHUYECKUX TOJOKESHHUM MTPH PEIICHUH MTPAKTUUECKUX 3a71a4
po¢heCCHOHATBHOMN HAIPABICHHOCTH CTAHAAPTHOTO YPOBHSI CII0KHO-
CTH, BIIafeeT HEOOXOMUMBIMH JIJIsl TOT0 0a30BLIMH HABLIKAMHU U
npuéMamu.

JIeMOHCTpHPYET HOCTATOYHBIN YPOBCHD 3HAHUS YUCOHOH JITHTEPaTyphl
10 JUCLIUIUINHE.

Or1eHKa 0 JUCHHUIUIMHE BBICTABIISIOTCS 00yJaromeMycs ¢ y46ToM
Pe3yIBTaTOB TEKYIIECH W MPOMEKYTOYHON aTTECTAIINH.
Kommnerennmu, 3aKperui€éHHbIC 32 TUCIUILINHOMN, COPMHUPOBAHEI Ha
YPOBHE — «IOCTATOYHBIN.

49-0/
F,FX

«HEYJIOBJIETBOPUTEIb-
HO»/
HE 3a4YTE€HO

BrictraBistercst o0ydaromemMycsi, eciy OH He 3HaeT Ha 0a30BOM ypOBHE
TEOPETHUYECKUH U MPAKTUIECKUH MaTepHrall, JOMycKaeT rpyobie ommo-
KU TIPH €70 U3JI0KCHUH Ha 3aHATHAX U B XOZ€ IIPOMEKYTOTHOM aTTe-
CTaluy.

OOyuaroNMiics UCTIBITHIBAET CEPhE3HBIC 3aTPYAHEHHS B IPUMEHEHUN
TEOPETHUYECKUX MOJIOKEHUH MTPU PELICHNH NPaKTHYECKUX 3a1a4 Mpo-
(heccOHANBHOW HAIIPABIEHHOCTH CTAHAAPTHOT'O YPOBHSI CJIOKHOCTH,
He BJIaJeeT He0OXOJUMBIMH ISl 3TOTO HAaBBIKAMH U ITPUEMAMH.
JleMoHCTpHpYeT (hparMeHTapHbIC 3HaHHS y4eOHOI JINTepaTyphl 1o
JIICIIUITIIMHE.

OreHka 1Mo JUCIUIUIMHE BBICTABILIIOTCS 00yJaroneMycs ¢ y4éToM
PE3yNbTAaTOB TEKYILLIEH U IPOMEKYTOUHON aTTECTALIUU.

KoMnereHmuu Ha ypoBHE «JOCTaTOUHBINY, 3aKPEIUIEHHBIE 3a TUCLU-
IJIMHOM, HE C(OPMHPOBAHEL.

5.3. OueHouHble cpencTBa (MaTepualibl) Ul TEKYIIEro KOHTPOJIS YCIEBAEMOCTH, POMEXKYTOU-
HOM aTTecTaluy 00y4yaromuxcs Mo JUCLUIUINHE

Yemmuwtii onpoc

YeTHbI 0MPOC — 3TO CPEICTBO KOHTPOJISI, OpraHU30BaHHOE KaK clrienuaibHas Oecea npenoja-
BaTessl ¢ 00yJaronuMCsl Ha TEMBI, CBSI3aHHBIC C U3Y4aeMOU TUCIUILIMHOMN, M pACCYUTAHHOE HA
BbISICHEHHE 00bEMa 3HAHUH, 00yYaroIerocs 1o onpeaeaéHHOMY pa3ieny, TeMe, Ipodieme 1

T.I1.
Ilepeuens ycmmuulx 60npocoeé 0 npoeepKu 3HAHUIL
Ne | Bonpoc Peanmnsyemas
KOMIIETECHIIMS
1. | JaiiTe pa3nuyHbie ONpeaeaeHUus] BUPTyalbHON YacTHOM ceTu U nosiciute | [1K-8
Hnx.




2. | Kakwue 3amaun pemaet nocrpoenre VPN, a kakne — yctaHoBka MO? I1K-8

3. | KakoBbl 3HaueHUS TePMHUHA ""YaCTHBIM" OpUMEHUTENIbHO K VPN? I1K-8

4. | B uem pasnuuue HCIONB30BaHMS IpoBailepoB cBsi3u U nposaiigepon | [1K-8
Internet misa cosmanauss VPN?

5. | Bo3MOXHO 511 KCIIOJIB30BAHKE TOJIBKO KaHaJIOB CBsA3M mpeanpusarus s | [1IK-8
co3xauusg ero VPN?

6. | KakoBbl npeumyiecTBa U HEAOCTAaTKU MCHOib30BaHUs Internet ans co- | [1K-8
3manusg VPN?

7. | B uém 3akmrouaroTcsi MapKeTHHTOBas M motpeduTenbHas cymuocts VPN? | TTIK-8

8. | Kak nonnmaeTcs 3alMIEHHOCTh OT MOTOKOB AaHHBIX B VPN? [1K-8

9. | Kakue ycayru mo 3ammre JaHHBIX oboecneunBaroT VPN? T1K-8

10. | Yto BayKHO 11 KOHEYHBIX TMOJIb30BaTEIEH MPH UCTOJb30BaHu VPN? I1K-8

11. | KakoBbl 0COOEHHOCTH COBPEMEHHBIX CETEH, Ha OCHOBE KOTOphIX mpuxo- | [TK-8
ouTcs co3nasarte VPN?

12. | Kakue TpeGoBaHMsI MpebsBIAIOTCS K co3aaBaemMor VPN? I1K-8

13. | KakoBbl ocobenHoctu noctpoenust VPN B paznuunbix cersix nepepauu | [1K-8
nanHbIX (FR, ATM, X.25, TCP/IP)?

14. | Kakue ycayru npemaiaraloT npoBanaepsl no nocrpoeHuro VPN? [1K-8

15. | B uém 3axmrodaercs MeXaHW3M TyHHenupoBaHusa B ceTsax? Kaxoswl ero | I1IK-8
O0COOEHHOCTH M CXEMbl UCIIOJIB30BaHUs?

16. | Yto Takoe VPN-areHThl M KAKOBBI UX (QYHKIIUN? I1K-8

17. | Haiite ompexnenenne mnonutukd Oe3onmacHocth VPN u  mpusenute | [1K-8
HECKOJIbKO ITPUMEPOB.

18. | IlosicHuTe ompeneieHusl KpUTepreB 0€30MaCHOCTH MPUMEHUTENBHO K 3a- | [1K-8
gagyam VPN.

19. | Kakumu cpenctBamu 3amuThl MHGopManuu HyxHO nononHuts VPN, | I1IK-8
4TOOBI PEATM30BaTh KOMIUICKCHYIO 3aIIUTY?

20. | Ha xakux ypoBHsx mozaenu OSI pabotaroT kakue mpoTokonsl coznanus | [TK-8
VPN?

21. | YTo ¥ KaKMMH CpEeJCTBAMH 3AIMIIACTCS HA MPUKJIATHOM ypoBHE? I1K-8

22. | Kakye mpoTOKOJbI BBIMOIHAIOT 3amMTy AaHHbIX B VPN Ha kananmbHOM | I1K-8
ypoBHe? CpaBHUTE UX BO3MOKHOCTH.

23. | Pacckaxute 00 ocobenHocTsx mpotokosia PPTP. Paccmotpure cxemsr | [1K-8
ero npumenenus. Hapucyiite crpykrypy nakera PPTP.

24. | Pacckaxxute 00 ocobeHHOCTsAX mpoTtokona L2F. I1K-8

25. | Pacckaxute 00 ocobeHHocTsix nportokosna L2TP. Paccmorpure cxemsl | [TIK-8
ero npumeHenusi. CpaBuute ¢ npotokojaom PPTP.

26. | Kakue npoToOKoIIbI BBIOIHSIOT 3alIMTy AaHHbIX B VPN Ha ceteBoM ypos- | [1K-8
He? CpaBHUTE UX BO3MOYKHOCTH.

27. | Pacckaxure 00 ocobeHHocTsx mporokona [PSec u pemaembix um 3aga- | [1K-8
yax. PaccMoTpuTe cXeMbl €ro IPUMEHEHHUS.

28. | Kakre mpoTOKOJIbI BBIMOJHSAOT 3amuTy JaHHbIX B VPN Ha ceancoBom | I1K-8
ypoBHe? CpaBHUTE UX BO3MOKHOCTH.

29. | Pacckaxute 00 ocobeHHocTsX mpotokoia SSL. Iloscaute paborty mpo- | [TK-8
ToKoJ1a auasora SSL.

30. | Pacckaxkute 06 ocobeHHOCTsAX poTtokoma TLS. I1K-8

31. | Pacckaxwure 06 ocobeHHocTsix nporokosa SOCKS. ITosicaute 0606mén- | [TK-8
HYIO CX€MY yCTaHOBJIEHUs coequHeHus 1o nporokoiny SOCKS. CpaBuure
4-10 ¥ 5-10 BEpCHHU MMPOTOKOJIA.

32. | Yro mnoHuMmaercs NOJ TEPMUHOM yrpasieHue Kpunrorpadpuueckumu | [1K-8

kirogamMu? KakoBa oCHOBHAS 11€1b M OCHOBHBIE 3aJa9M YIIPABIICHHS KITFO-
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qyamMu?

33. | Uto Takoe KU3HEHHBIN IUKJI Kiroda? KakoBEI €0 OCHOBHEIE CTaqu? TIK-8

34. | B kakux cOCTOSHHAX NpeObIBAIOT KpHunrorpaduyeckue kitoun 3a Bpems | [1K-8
CBOET0 XM3HEHHOTo 1ukia? [Ipu Kakux yCclIoBUAX MPOUCXOIST MEPEXOIbI
W3 OJTHOTO COCTOSIHUSI B IpyToe?

35. | B ueM oTnuuMe ®U3HEHHOTO LUKJIA CEKPETHBIX U OTKPHIThIX KpunTorpa- | [TK-8
dbuyeckux Kiouen?

36. | Uro takoe uH(ppacTpyKkTypa OTKphIThIX Kmtoueil? Kakosa ee nornueckas | [1K-8
n pusngeckas cTpykTypa?

37. | Kakue ocCHOBHBIE JIOTUYECKHE MOAETH UHDPACTPYKTYphI OTKPHITHIX Kito- | [TK-8
4yel pa3paboTaHbl MEXIYHAPOIHBIMU OpraHm3anusmu? B 4uém 3axmimroua-

I0TCSL UX 0COOEHHOCTH?

38. | KakoBbI MepCreKTUBBI MPAKTHYECKOTO MPUMEHEHHs KoHIeniuu uHdpa- | [TK-8
CTPYKTYPbI OTKPBITBIX KJtouen?

39. | KakoBbl OCHOBHBIE CIIOCOOBI pacmpoCTpaHEHHUs OTKPHITHIX Kitouer B | [TK-8
KpUOTOCHUCTEMAX ?

40. | 3noxuTe B 00IMX YepTax CYMIECTBO MeToAa cepTUdUKAIMU OTKPHIThIX | [TK-8
KIro4yer. B 4ém 3akiroyaroTcs NpeuMyiecTBa U HEJOCTATKH 3TOI0 METO-
na?

41. | B uem paznuunie MeXIy WACHTUDUKAIMOHHBIMU U aTpuOyTHBIME cepTu- | [TK-8
(dbuxaramu?

42. | Kakue ocHOBHBIE CTaHIAPTHI, ONMUCHIBatonme Gopmatsl cepTuduraroB u | [TK-8
CIIUCKOB AaHHYJIHPOBAHHBIX CEPTHU(PUKATOB, pa3pabOoTaHbl M MPUHAITHI
MEXIYHAPOAHBIMU OpraHu3aIusiMu?

43. | Kakue TpeboBaHMs NPpeabABIAIOTCA K NpoaykTaM noctpoenust VPN? Ilo- | TTK-8
SICHUTE HX.

44. | Pacckaxute o BapuaHTax peanusaunu VPN, ux npeumymecrsax u Heno- | [1K-8
cratkax. [IpuBeauTe mpuMepbl TPOIYKTOB.

45. | Kakue @ysakimu B VPN BBINOTHSIOT MUIKO3bI U KJIMCHTHI? I1K-8

46. | Kakne ceTeBble CpeICTBA PeATN3YIOT OPOTOKOJbI co3aanust VPN? I1K-8

47..| CpaBHUTE TOCTOMHCTBA U HEAOCTaTKU cpeAcTB co3zganHuss VPN pazmuu- | [1K-8
HBIX KaTeropui

48. | Pacckaxwure o nmocrpoenun VPN Ha 6a3ze cereBoii OC. IlpuBeaure npu- | [TK-8
MEpBI.

49. | Pacckaxwure o mocrpoennu VPN Ha 6a3ze mapmpyrtuzatopos. [Ipusenute | ITK-8
PUMEPBL.

50. | Pacckaxwute o moctpoenurd VPN nHa 6aze MD. IlpuBeauTe npumepsl. ITK-8

51. | Ha#ite onpenenenne MD u pacckaxkute 00 uX HazHadeHHH, KommoHeH- | [TK-8
Tax, THMaX U CXeMax MOJKIIOUEHHUS B CETH.

52. | Pacckaxute o moctpoeHun VPN Ha 6aze [10. [IpuBeaure mpuMepsl. I1K-8

53. | Pacckaxkute o moctpoennu VPN Ha 6ase anmapatHsix cpeacts. [Ipuse- | [1K-8
JIUTE TPUMEDPBL.

54. | Kakue Bugbl VPN Bam u3BecTHBI M Kakue 3aJ1a4ql OHU PEIIArOT? TIK-8

55. | Pacckaxute 00 Intranet VPN. [IpuBenurte cxemy MoCTpPOCHHUS. [TK-8

56. | Pacckaxute o Client/server VPN. HapucyliTe cXeMy MOCTPOCHHSI. I1K-8

57. | Pacckaxxute o0 Extranet VPN. Cxematuuno npezacraBbre croco6 mo- | I1K-8
CTPOCHHSI.

58. | Pacckaxxute 0 VPN ¢ ynanéHHbIM TOCTYIIOM U MX BapHaHTaXx. I1K-8

59. | KakoBbl Ha3HaUYe€HHE, OCOOCHHOCTH, COCTAB MU BO3MOXKHOCTHU ammapatHo- | [1K-8
MIPOTPaMMHOTI0 KoMILIeKca 3amuThl nHbopmanun "Koatuaent-K"?

60. | Kakne nporpammubsle npoaykThl kommanuu "OJIBUCH" ucnons3yrores | T1K-8
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11st noctpoeHuss VPN u kak umenHo? Kakoil OCHOBHOM MPOTOKOJ yIIpaB-
JICHUsI KJIF0YaMU IPUMEHSETCS B 9TUX MPOAYKTax?

61. | Pacckaxure 06 VPN-pemenusax komnanun "Uudorekc". Kakoss! ux oco- | [1K-8
OeHHOCTH W (YHKIMOHAIBHBIE BO3MOXKHOCTU? B 4éM 3akirouaercs Tex-
Hojoruii ViPNet?

62. | Kakue ¢ynknum o co3mannio VPN u kak MMEHHO peanu3oBaHbl B ce- | [TK-8
MmerictBe npoaykroB "Net-PRO" xomnanuu "Curnan-KOM"? Ha ocHose
KaKoro MPOTOKOJIa OCYIIEeCTBIsieTCs mudpoBaHue?

63. | PaccmoTpute HasHaueHue U BO3MOXxHOCTH mpoxaykroB MO ITIHUOU | I1K-8
"IHUII" 1 "Urna-2" ¢ Touku 3peHust noctpoenuss VPN.

64. | Kakue cocrapnsomue anmapatHo-nporpammuoro komiekca "®IICY- | TTK-8
IP" xommnanuu "AMHKOH" ¥ ¢ KAKUMU OCOOCHHOCTSIMU UCTIOIB3YIOTCS ISt
noctpoeHus VPN? Uto peasm3yetr VPN-skpannpoBanue?

65. | Ilo kakuM OCHOBHBIM TOKa3aTeNsiM y100Hee Bcero cpaBHUBATH MpoAyKThl | [TK-8
st co3ganust VPN?

IIpumepnovie mecmoswie 3a0anun

1. YkaxxuTe mpuMepsl HelIpeTHAMEPEHHOTO HECAHKIIMOHUPOBAHHOTO BO3/ICHCTBUS HA UHPOpMA-
LUIO:

a) owudKU noIbL306amenel U nepcoHana

6) 6;mokupoBanue UHGOpMaITIH

8) cOOU U OMKA3bL MEXHUKY

I') UCKa)XeHUe HH(pOpMaIUU

1) YHUUTOXKEeHHE UHPOpMaAITUU

e) npupooHvle A671eHUs

2ic) ympama nocumens ungopmayuy

3) KOMMpOBaHUE UH(OPMAIIH

1) XUIIEHUE HOCUTENS HHPOpMAIUU

2. BeiOepure npoTOKOJIBbI TYHHETUPOBaHHS KaHAIBHOTO ypoBHs Moaenu OSI:
a) PPTP

6) PPPoE

B) ARP

2) L2F

0) L2TP

e) PPP

Ilpumepniuie éonpocwl K 3auémy

Amnanu3 yrpo3 cereBoii 6ezonacHoctu. [Ipobaemsl 6e3onacuoctu IP-ceteii.
VYTrpo3bl U ySI3BUMOCTH KOPIOPATUBHBIX MPOBOJIHBIX CETEH.

VYTpo3bl U ySI3BUMOCTH OECIPOBOIHBIX CETEH.

Crnioco6s1 obecrieueHnst THPOPMAITMOHHON 0€30TaCHOCTH.

BapuaHTel nocTpoeHHs BUPTyalbHBIX 3alIUIIEHHBIX KaHAIoB. CpeacTBa obecrieueHus 0e3-
onacHoctu VPN.

Knaccudukanus cereit VPN.

OcHoBHbIE BapUaHThl apXUTEeKTypbl VPN.

JlocTonHCTBa UCIIONB30BaHUs TEXHOJIOTUU VPN.

9. Kananbusiit yposenb Mmoaenu OSI. [Iporokon PPTP.

10. IIportokon L2F. IIporoxon L2TP.

11. IIpotokon SSL/TLS.

12. IIporokon SOCKS.

13. CereBoii ypoBenb Mojenu OSI. Apxutektypa cpenacts 6e3omnacHoctu [PSec.
14. 3ammura nepegaBaeMbIX TaHHBIX C MOMOIIbIO TpoToKoiI0B AH 1 ESP.

MR S

®o N




15.
16.
17.
18.
19.
20.

21.
22.

23.
24.
25.
26.
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IIpoToKOI ynpaBileHUs] KPUIITOKIFOYaMHU.

Ocobennoctu peanuzanuu cpeacts [PSec.

VYnpasnenue uneHtudukanueii u goctynom. Oco6eHHOCTH yIpaBiIeHUs JOCTYIIOM.
Opranuzanys 3alMIEHHOTO YIAIEHHOTO J0CTYIIA.

ITpoToKOIBI ayTEeHTUDHUKAIMY YTAIEHHBIX MTOJIB30BATENCH.

[leHTpann30BaHHBI KOHTPOJIb YAAIEHHOIO JOCTyNa. YIPABJIEHHE IOCTYIIOM IO CXEMe
SSO.

[Iporoxon Kerberos.

Wudpactpykrypa ynpasieHust oTKpbITeiMU Kitouamu PKI. IIpuauumne! ¢pyHKIMOHMpOBaHUS,
JIOTHYECKasi CTpyKTypa 1 KomnoHeHTs! PKI.

[Toctpoenue ceteit VPN Ha 6a3e MapuipyTH3aTOpPOB.

Coznanue 3aUIIEHHBIX TYHHENIEH C IOMOIIBI0 MEKCETEBBIX 3KPAHOB.

IToctpoenue cereit VPN ¢ nomousto cnenuanuzuposantoro I10.

TyHHeNIMpoBaHNE HA OCHOBE CHEIUAIBHBIX allllapaTHBIX CPEJICTB.

6. YueOHO-MeTOANYeCKOe H HH(POPMAIHOHHOE o0ecTieYeHne I CUMIIIMHbBI

6.1. CnMCOK UCTOUYHUKOB U JIUTEPATYPhI

Jlureparypa
OCHOBHas

. Enucees, A. M. TexHoI0rMM BUPTYaJbHBIX YaCTHBIX ceTel : yueOHoe nmocobue / A. . Enu-

cees, 10. B. Munun. — Tamb6oB : TT'TY, 2019. — 96 c. — ISBN 978-5-8265-2091-8. —
Tekcr : oanekrtponHslii / Jlanb : snekTpoHHO-OuMOmmoreunas cucrema. — URL:
https://e.lanbook.com/book/320063. — Pexxum fgoctyma: st aBTOpH3. IMOJIB30BATEIICH.
Muwenko, I1. B. Hactpoiika 3aliThl CE€TH Ha KaHAJIbHOM YpOBHE : yueOHoe mocoowue / I1. B.
Mumenko. — Hosocubupck : HI'TY, 2024. — 68 c¢c. — ISBN 978-5-7782-5173-1. —
Texcr : oanekTpoHHbIM //  JlaHb : d21mekTpoHHO-OMOnMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/514616. — Pexxum qoctyna: st aBTOPHU3. MMOJIb30BaTEICH.
Kupenbepe, A. I'. CuctreMHO€ aAMUHUCTPUpPOBaHHE U UHPOPMALIMOHHAs 6€30IaCHOCTb ceTei
OBM : yuebnoe nocobue / A. I'. Kupenbepr. — Kemeposo : Ky3['TY umenu T.®. ['opbaue-
Ba, 2022. — 120 c. — ISBN 978-5-00137-292-9. — TexkcT : snexTpoHHsIii // JlaHb : d1ek-
TpoHHO-OMOMMoTeunast cucrema. — URL: https://e.lanbook.com/book/257564. — Pexum
JIOCTYTIA: JIJIsl aBTOPHU3. TIOJIH30BATEINIECH.

Ulanveun, B. @. KommnekcHas 3amuTa HTHPOpMAIMU B KOPIIOPATUBHBIX CUCTEMAaX : ydeOHoe
nocobue / B.®. lllansrun. — Mocksa : DOPYM : UHOPA-M, 2022. — 592 ¢. — (Bsicmee
obpasoBanue: bakanaBpuar). - ISBN 978-5-8199-0730-6. - Tekct : anektponHnbiii. - URL:
https://znanium.ru/catalog/product/1843022. — Pesxum gocTyma: mo moAmucKe..

Mumiwowun /[. A. Ilpaktukym no Cisco Packet Tracer v.8 : yuebnoe nocodue / /1. A. Mutio-
mnH; Muno6puayku Poccun, denepanbHoe rocy1apcTBEHHOE aBBTOHOMHOE 00pa30oBaTeib-
HOE yupexJieHHe BhIciiero oopa3zoBanus «Poccuiickuii rocy1apCcTBEHHBIN I'yMaHUTAPHBIH
yausepcute» (PI'AOY BO «PI'TVY»), UHCcTUTYT MHMOpMALIMOHHBIX HAYK U TEXHOJIOTUI
6e3onacHocty, Kadenpa komruiekcHoit 3amutsl napopmarmu. — M.: PITY, 2025. - 360 c. :
puc., Taba. - URL: https://liber.rsuh.ru/ViewerJS/#./0000163518.pdf. — Pexxum noctyma: cBo-
60aHBIH. — TEKCT MEeKTPOHHBIH.

6.2. Ilepedenp pecypcoB HHPOPMAITMOHHO-TEIEKOMMYHHUKAITMOHHOM ceTn «ITHTepHET».

1.

Buoeo ypoxu Cisco Packet Tracer. Namchik - cmorpers onnaiin Bce Bugeo Ha RUTUBE.
[DnexTponnslit pecypc] : Pexxum moctyma : https://rutube.ru/channel/41927358/videos/, cBo-
00aHBIH. — 3ari. ¢ 3KpaHa.
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https://infotecs.ru/

https://www.signal-com.ru/

HanmonanwsHnas anekrponnas 6ubnuoreka (HOb) www.rusneb.ru
ELibrary.ru Hayuynas 3;1ekTponHas 0udaunoreka www.elibrary.ru
OnextpoHHas oubnuoreka Grebennikon.ru www.grebennikon.ru

PN

6.3. IIpoeccuonabHbIe 6a3bl JAaHHBIX U HH(POPMAIIMOHHO-CIIPABOYHbIE CHCTEMBbI
Joctyn k mpodeccruoHanbHbIM 0a3aM naHHbIX: https://liber.rsuh.ru/ru/bases

WndopmanoHHble CIIPaBOYHbIE CUCTEMBI:
1. Koncynbrant Ilmroc
2. Tapanr

7. MaTtepuaibHO-TEXHUYECKOe o0ecnedeHne I CHUITUHbI

I[J'ISI MaTCpruaJIbHO-TEXHUYCCKOT'O 06€CHC‘—ICHI/I$[ JUCHUITIINHBI HCO6XO}II/IMOI
1) AN NEKIMOHHBIX 3aHSATUN — JIEKIIMOHHBIA KJacC ¢ BUACOMPOEKTOPOM M KOMITBIOTEPOM, Ha
KOTOPOM JOJDKHO OBITH YCTaHOBIICHO ciienytromee 110:

Neni/m Haumenosanue 10 [IpousBogurens Crioco6 pacmpocTtpane-
HUS

1 Microsoft Office 2010 Microsoft JIAIICH3UOHHOE

2 Windows 10 Pro Microsoft JIMLIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JULIEH3UOHHOE

2) nnsl IPaKTHUUECKUX 3aHATUI — KOMIIBIOTEPHBIN Kilacc, 000py/1I0OBaHHBIM COBPEMEHHBIMU IEp-
COHAJIbHBIMU KOMIIBIOTEPAMHU JJIs1 KaXA0ro cTyAeHTa. Ha koMmbloTepe JOJKHBI ObITh YCTAHOB-
aeHo caenytoiee I10:

Neri/mt Haunmenoanwue 10 [IpousBoauTENH Crnoco6 pacmipoctpane-
HUS

1 Microsoft Office 2010 Microsoft JINLIEH3UOHHOE

2 Windows 10 Pro Microsoft JULIEH3UOHHOE

3 Kaspersky Endpoint Security Kaspersky JUILICH3UOHHOE

4 Cisco Packet Tracer v.8.2 Cisco Systems YCIOBHO CBOOOIHOE

8. ObGecneyenne 00pa3oBaTEJBLHOIO NMpPoLECCa ISl JUIl ¢ OTPAHNYEHHBIMHA BO3MOKHOCTS-
MM 3/10POBbSI U MHBAJINI0B

B xoze peanuzanuu JUCHUIUIMHBI UCIIOJIB3YIOTCS CIEAYIOIINE TOIIOIHUTEIbHbIE METOIbI
00y4eHUs1, TEKYIIETO KOHTPOJISI yCIIEBAEMOCTH M IIPOMEKYTOUHOM aTTeCcTalli 00y4JaroInXcs B
3aBUCHUMOCTH OT UX UHIAMBUAYATbHBIX OCOOEHHOCTEH:

® 11 cIenbIX ¥ cIa0oBUIALINX:

—JIGKIMM O(QOPMIISIFOTCSI B BHJIE D3JEKTPOHHOIO JOKYMEHTA, JIOCTYHHOIO C IOMOIILBIO
KOMITBIOTEPA CO CHEIMATN3UPOBAHHBIM ITPOrPaMMHBIM 00€CIIeUeHUEM;

— MCbMEHHBIE 33JaHMS BBINOJHSIOTCS HAa KOMIIBIOTEPE CO CHEIHaM3UpPOBAaHHBIM IIPO-
IPaMMHBIM 00€CIIe4eHUEM, WIIK MOTYT OBbITh 3aMEHEHbI YCTHBIM OTBETOM;

— o0ecrnieunBaeTCs MHANBUIYAIbHOE paBHOMEPHOE ocBemieHne He MeHee 300 rokc;

— JUIsl BBIMOJIHEHUS 3a/laHusl TNPU  HEOOXOAMMOCTH IPEAOCTaBISAECTCA YBEIUYMBAIOLIEe
YCTPOHCTBO; BO3MOXHO TAK)KE€ MCIIOJIb30BaHHE COOCTBEHHBIX YBEIHMUUBAIOIINX YCTPOUCTB;

— MUCbMEHHBIE 3a/1aHus 0POPMIISIOTCS YBEITMUEHHBIM HIPUPTOM;

—9K3aMeH U 3a4€T MPOBOJATCS B YCTHON (hopMe MM BBIOJIHSIOTCS B MUCBMEHHOH (opme
Ha KOMIIBIOTEDE.


https://infotecs.ru/
https://www.signal-com.ru/
http://www.grebennikon.ru
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® I TIIyXUX U CJIA0OCIIbIIAIINX:

— JIEKIIMH O(OPMIIIOTCS. B BUJE 3JIEKTPOHHOTO JOKYMEHTa, JUOO MPEeaoCTaBisieTcs 3BYKO-
YCUJIMBAIOILAS aNaparypa MHIUBUIYaTbHOTO TOJIb30BAHUS;

— MACHMEHHBIE 3aJIaHVsI BBITIOIHSAIOTCS HA KOMIIBIOTEPE B MUCBMEHHOM (hopMme;

— 9K3aMEeH M 3a4€T MMPOBOJATCS B MUCbMEHHOH (hopMe Ha KOMIBIOTEpPE; BO3MOXKHO MPOBE/Ie-
Hue B GopMe TECTUPOBAHMSL.

® IS UL C HApYLICHUSMHU OTIOPHO-ABUTaTEeILHOIO anmnapara:

— JIGKIIMM OQOPMIISIFOTCSI B BHJE D3JEKTPOHHOTO JOKYMEHTA, JIOCTYIMHOTO C TOMOIIBIO
KOMITbIOTEpA CO CHEIMATN3UPOBAHHBIM ITPOrPaMMHBIM 00eCIIeUeHUEM;

— MAChMEHHBIE 3aJlaHWs BBITIOJNHAIOTCS HAa KOMITBIOTEPE CO CHEIHATH3HPOBAHHBIM TIPO-
IpaMMHBIM 00€ecIieueHUEM;

—9K3aMEH W 3a4€T MPOBOIATCS B YCTHOW (hOpMe HIIM BBITIOJHSIOTCS B MUCBMEHHON (opme
Ha KOMIIbIOTEpeE.

[Tpr HEOOXOAMMOCTH TPEAYCMATPHBACTCS YBEIHMUEHHE BPEMEHHU ISl TIOJTOTOBKHA OTBE-
Ta.

[Ipouenypa npoBeneHus TPOMEKYTOUHOM aTTecTalMy Uil 00y4aroIIKUXCsl yCTaHaBIUBa-
eTcsd ¢ yu€ToM UX MHAMBUIYAIbHBIX Ncuxodusnueckux ocobenHocreil. [IpomexxyTounas atre-
CTalUsl MOXET MPOBOTUTHCS B HECKOJIBKO ITAIOB.

[Tpu mpoBeneHHUH MpOLEAYpPhl OLEHUBAHUS PE3yJIbTaTOB O0yUeHHs MpeaycMaTpUBaeTCs
UCTIOJIb30BaHUE TEXHUYECKUX CPEJCTB, HEOOXOIUMBIX B CBSI3M C MHIMBHIYaJIbHBIMH OCOOCHHO-
CTSIMHM 00ydarouuxcsi. OTH CPeJICTBA MOTYT OBITh MPEJOCTaBIE€Hbl YHUBEPCUTETOM, WM MOTYT
UCIIOJIb30BaThCSl COOCTBEHHBIE TEXHUYECKUE CPEICTBA.

[IpoBenenue nporenypsl OLICHUBAHUS PE3YJIbTATOB 0OYUEHUS JOMYCKAETCs C UCIIOJIb30Ba-
HHUEM JHCTAaHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOTHH.

ObecneunBaeTcst AOCTYN K MH(GOPMALMOHHBIM M OnOInorpaduyeckuM pecypcaMm B CETH
WuTepuer miig kaxaoro odydaromierocs B opmax, aJaiTUPOBAHHBIX K OTPAaHUYEHUSIM UX 3]10-
POBbSL U BOCHPUATHS HH(DOPMAIIH:

® Ui CJENbIX U CIa00BUASIINX:

— B I1e4aTHOM (hopMe yBEIMUYEHHBIM HIPUPTOM;
— B (hopMe 3JIEKTPOHHOTO I0KYMEHTA;

— B opme ayauoaiina.

® IS TIyXHUX U CIa0OCHBIIIAIINX:

— B 1e4aTHoM (opme;

— B (popMe PIIEKTPOHHOTO TOKYMEHTA.

® i 00yYarOIIUXCS C HAPYUICHUSIMHU OMOPHO-IBUTATEILHOTO alapara:
— B miedaTHou popme;

— B hopMe 2IIEKTPOHHOTO TOKYMEHTA;

— B opme ayamodaiina.

Y4eOHble ayAUTOpUH IS BCEX BUAOB KOHTAKTHOM M CAaMOCTOSITENIbHOM pabOThI, HAyyHas
O0uOaMOTEKa W MHBbIE NOMELIEHUS JJIs1 00y4YeHUs! OCHAIIEHbl CHELMAIBHBIM 000PYJOBAHUEM U
y4eOHBIMU MECTaMH C TEXHHYECKUMHU CPEJICTBAMU O0yUCHUS:

® I CIETBIX U CIa00BHUIAIINX:

— YCTPOMCTBOM JJi CKaHUpOBaHUs U uteHus ¢ kamepod SARA CE;

— nucruieem bpaitns PAC Mate 20;

— npuHTepoM bpaiinsg EmBraille ViewPlus;

® IS TIyXHX U CIa00CBIIIAIINX

— aBTOMATHU3UPOBAHHBIM pa0OYUM MECTOM IS JIIOJIeH ¢ HApyIICHUEM CllyXa U Cl1aboCIbl-
IIAIIHX;

— aKyCTHYECKUN YCUITUTEIb U KOJIOHKU;

® Ui 00y4aroIIKXCs C HApYLIEHUSIMH OIIOPHO-/BUTaTEJIBLHOTO arapara:
— MepeBUKHBIMU, PEryJIUPyeMbIMU dproHomudeckumu naptamu CHU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEIMAIbHBIM IIPOTPAMMHBIM 00€CIICUEHUEM.
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9. MeToauyeckue MaTepuaJbl

9.1. IInaHsl MpaKTUYECKUX 3aHATUN

Ilpakmuueckasn paooma Ne 1 (10 u.). Cozoanue npocmozo VPN kanana

[IpakTuueckas pa6ora Ne 13 u3 yue6HOTr0 nocodus [6].

MarepHuanbHO-TEXHHUECKOE 00eCTieueHHEe 3aHATHS:

1. Komnerorepsl o konuuectBy ooyyatomuxcs ¢ [T MS Office 2010 unu Beie, CI10 CPT
v.8.2.

Ilpakmuueckasa paooma Ne 2 (18 u.). Pazpabomka u coz3oanue cemu cioxHcHOU CMPYKMypbl

meppumopuanvHo-pacnpeoenénnoil komnanuu. Cozoanue VPN kananog

[Ipaktrueckas padota Ne 17 u3 yue6HOTO TTocoOust [6]

MarepuanbHO-TeXHHUECKOE 00eCTieYeHHE 3aHATHS:

1. Komnerorepsl o konuuectBy ooyyatomuxcs ¢ [T MS Office 2010 unu Beie, CI1O CPT
v.8.2.

o pe3ynbpTaTamM NpaKkTHUECKUX 3aHATUI 00ydarorecs CoCTaBIA0T 0TYEThI. OTUET cocTaB-
asieTcst B 31eKTpoHHOM popme ¢ ucnonpzoBanuem [IKIT MS Office u Boiie u nepenaércs npe-
H0/JJaBaTENIO MOCPEACTBOM OTOBOPEHHOM (DOPMBI CBSI3H.
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[Ipunoxxenue 1. AHHOTaLUA
paboueil mporpaMMsbl AUCLUIIIIHHBL

AHHOTAIIMS PABOYEH TPOT'PAMMBI JIJUCHUATLIAHBI

Henp nuctuniausel: popMupoBaHUe 0a30BBIX 3HAHUN B 00JIacTH oOecredeHus: WH(POpMaIMOH-
HOU 0€301TacCHOCTH aBTOMAaTHU3MPOBAHHBIX CHCTEM; HABBIKOB OpraHM3aluy paboThl MO0 TpPUMEHe-
HUIO BUPTYaJIbHBIX YAaCTHBIX CETEH, ONTUMaIbHOTO BEIOOpA U MHTErPALlMH CETEBBIX MIPOTOKOJIOB
BUPTyabHbIX YacTHbIX cerelt (BUC).

3agaun: pacCMOTPEHHUE CyllecTBa MpolaeMbl 0e30macHoi nepenadyn HHGopMauuu B HHPopma-
IIMOHHBIX CHCTEMaxX, OCHOBHBIX CIOCOOOB oOecrieueHus KOH(PUIEHIUAIbHOCTH U LEIOCTHOCTU
uHpOpMaLUKU NpH €€ nepejadye, OCHOBHBIX NMPOTOKOJIOB, MPUMEHSEMBIX Ul OpraHU3alUuM 3a-
mmnéHHeIXx BUC, kpuTepreB BHIOOpAa ONTHMATBHBIX CXEMHBIX PEIICHUH JJIsl OpraHu3aluy 3a-
munEHHbIX BUC Ha kaHaIbHOM, CETEBOM U NMPHUKIIATHOM YPOBHSX.

B pesynbrare 0OCBOCHUS AUCLUILTMHBI 00YYatOLUCs JOKEH:

3HaTh OCHOBHBIE BUBI yTPpo3 0e30macHOCTH WH(POPMAIMU MPH €€ Tiepeaade 0 KOMIBIOTEPHBIM
ceTsM; CIocoObl MOCTPOSHHSI BUPTYaJIbHBIX KaHAJIOB; MPOTOKOJIbI oprann3anuu BUC.

YMeTs NpoBOAUTH aHAIN3 MpodsieM 0e30IacHOCTH Nepeaaud UHPOpMaLMK ¢ TOUKH 3PEHHS KOH-
(uAEeHIINATBHOCTH U LIEJIOCTHOCTHU; TIPOBOJMTH aHAIU3 U BHIOOD ceTeBbIX MpoTokosioB BUC.
Bnagets npuémamu HacTpOWKH U IPUMEHEHUS COBPEMEHHBIX ceTeBBIX MpoTokoioB BUC.

[To nucuumMHe npeaycMoTpeHa NPoOMeXKyTOUHas aTTecTalus B popme 3auéta.

O61mas TpyA0EMKOCTh OCBOEHUS TUCLUIUIMHBI COCTABISET 2 3a4ETHBIE €IUHULIBL.



